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Automating vulnerability management
and security compliance with a

standards-based assessment system

Digital 
Transformation
Solutions (DTS)

One comprehensive solution for deploying vulnerability assessments,
determining compliance, and providing consolidated reports.

TACKLING VULNERABILITY MANAGEMENT WITH END-TO-END AUTOMATION



100% wholly-owned subsidiary of Samsung
Empowering 200+ clients across 12 countries

The cyber ecosystem has always been concerned about managing risks associated with 
system vulnerabilities, data breaches, and threats. Surrounded by various new-age threat 
exposures on a daily basis, enterprises are struggling to detect, manage, and safeguard against 
targeted exposures and vulnerabilities. Most enterprises become vulnerable to attacks and 
ransomware through applications they use for day-to-day tasks. These applications being the 
delivery vehicle, can cause widespread infections across the enterprise ecosystem, and even 
after maintaining up-to-date patching levels, they expose vulnerabilities. The need to keep 
exposure in check has led enterprises to ensure timely vulnerability assessment and 
remediation protocols to protect their ecosystem from exploits and future threats. Even 
though there are several solutions available, organizations struggle to find the absolute 
solution that enables vulnerability management for their unique business needs.

HARMAN understands that enabling advanced vulnerability management is paramount for 
enterprises across industries to tackle organization-wide security infrastructure. We know 
that a Standards-based Assessment System for automating vulnerability management and 
security compliance with mandated security configurations can help organizations secure any 
device, platform, or application.

Problem Statement
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Ensuring timely assessment and remediation 
across any device, platform, and application

With HARMAN DefenSight, a Unified Infrastructure 
Security Framework, we offer a standard for automating 
vulnerability management and policy compliance with 
mandated security configurations. 

This standards-based assessment system enables a 
continuous process for vulnerability assessment using 
NIST, DoD, and other SCAP-based Security Content 
Automation Files with periodic security definitions 
updates, ensuring timely assessment and remediation. 

A dedicated security team in HARMAN produces well-organized metadata containing 
definitions, patching rules, and required binaries against open standards and tools. The security 
team releases monthly metadata and patches that include the latest vulnerability assessment 
tools and correction logics.

The heterogeneous solution empowers organizational security goals through:

SOLUTION OVERVIEW
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With configuration assessment, 
HARMAN provides enterprises with 
the tools and customizable policies 

for a quick, cost-effective, and 
flexible implementation to ensure 
that the systems align with specific 

security policies. 

Configuration Assessment
This process identifies the 

vulnerabilities in a system, prioritizes 
them based on severity, and takes 

steps to remediate them. DefenSight 
uses world-renowned open 

standards to compute the presence 
of vulnerabilities in the systems.

Vulnerability Assessment



Redefining infrastructure 
security with end-to-end 
vulnerability management

About HARMAN Digital Transformation Solutions (DTS)
HARMAN’s Digital Transformation Solutions (DTS) is a strategic business unit dedicated in blending the physical and digital to make technology more dynamic in 
order to serve the ever-changing human needs. Our team of over 7,000 employees, spread across 12 countries in 45+ locations, with their expertise across 
hardware, software, and industry domains are constantly delivering cutting edge technology solutions to over 200 clients globally. HARMAN DTS aims towards 
helping customers deliver a holistic experience to their customers – through the convergence of digital, cross channel user experience, cloud, mobility, insightful 
data, and internet-of-things backed by scalable underlying IT platforms. Healthcare, telecom and industrial being our key focus areas, we have made significant 
investments into this space. Leveraging our global delivery approach, IPs, platforms and people, we deploy next generation technology platforms across industries, 
offer cost savings and deliver innovative solutions to help our clients on their digital journey. To know more, please visit https://services.harman.com

About HARMAN
HARMAN (harman.com) designs and engineers connected products and solutions for automakers, consumers, and enterprises worldwide, including connected car 
systems, audio and visual products, enterprise automation solutions; and services supporting the Internet of Things. With leading brands including AKG®, Harman 
Kardon®, Infinity®, JBL®, Lexicon®, Mark Levinson® and Revel®, HARMAN is admired by audiophiles, musicians and the entertainment venues where they 
perform around the world. More than 50 million automobiles on the road today are equipped with HARMAN audio and connected car systems. Our software 
services power billions of mobile devices and systems that are connected, integrated and secure across all platforms, from work and home to car and mobile. 
HARMAN has a workforce of approximately 30,000 people across the Americas, Europe, and Asia. In March 2017, HARMAN became a wholly-owned subsidiary 
of Samsung Electronics Co., Ltd.
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BENEFITS

SaaS and business-critical applications share sensitive 
information with other applications, leading to 
interconnected risks. In a connected environment, one 
misconfigured system or security vulnerability can put 
the entire organization at risk. 

HARMAN solution preemptively reduces risks, enumerates software flaws, and 
security-related configuration issues. By providing metadata, scanning, and patching tools 
through DefenSight, HARMAN also increases vulnerability detection rates and enhanced scan 
frequencies. In addition, DefenSight aggregates open standards, automated vulnerability 
management, measurement, and policy compliance products and specifications.

DefenSight ensures that your security frameworks for your infrastructure are

Working in
real-time Heterogeneous Customizable

HARMAN DefenSight enables organizations to unlock:
Continuous vulnerability assessments

Periodic definition updates

Better security policies 

Higher configuration and reporting capabilities

Ad-hoc monitoring at different phases

Reliable e2e vulnerability management
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